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Objectives

The main objectives of this work can be summed
up as below:

« Challenges of data ownership and control, and
how it can be transterred to individual users to
own/manage their data.

» A framework that brings together the three

main stakeholders (users, organisations,

governments) to build a Consumer Oriented
Data Control & Auditability framework.

» Building blocks of CODCA: Consumer Data
Control and Data Auditability.

Introduction

User data, the data that relates to a user’s per-
son, activities and services, can be considered to
be a valuable commodity for not only technology
oriented companies like Google, Amazon and Ap-
ple. But also its value is being recognised by tradi-
tional companies like travel /transport, banking, en-
tertainment and marketing industry. Furthermore,
these trends had led to better, targeted and person-
alised services for individuals — in most case at no or

minimal financial cost to them. This relationship,
in which user signs up to allow companies collect
some data about the individual to get in return op-
erational flexibility, personalised/targeted/context-
aware services and hassle-free activities (for users)
is flourishing. For both in this relationship, the
data is valuable and its security, integrity and ac-
cessibility is paramount. This relationship is going
to become more entrenched in the era of Internet-
of-Things (IoT), autonomous vehicles and seamless
travel. In this work, we exam the challenges faced by
both the users and organisation in dealing with the
Personal Identifiable Information (PII). We extend
the discussion to the future technologies, especially
the IoT and integrated transport system for better
customer experience — and their ramification on the
data governance and PII management.
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Figure 1: Overview of the CODCA Framework.

Important Result

We propose a framework that gives maintains the balance between the user’s privacy (and potential desire of

control) and organisations objective of delivering quality, targeted and effective services to their customers
using the "user data). This framework is termed as "Consumer Oriented Data Control & Auditability”

(CODCA).

Governance Policy Extraction

For a consumer to manage, track and audit her data,
the crucial element is what are her privileges and
rigchts as specified by the agreement she has accepted
in relation with the data custodian. The data gov-
ernance policy extractions takes a human readable
agreement (signed between the consumer and data
custodian) and translates into concrete data man-
agement rule sets.

Data Provenance

Data provenance, if implemented as a light-weight
mechanism at system level, can provide an excellent
auditing tool, which in our opinion is an important
component of CODCA. Another challenge the data
provenance has to overcome is how it provide pri-
vacy protection while keeping the association with
the data after it is being anonymised.
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Data Governance Audit

This process is dependent upon the previous two

main processes discussed. The main challenge is to
able to take the data policy rule set and data prove-
nance, and detect whether the data custodian has vi-
olated the stated policy and/or regulations. On sur-
face, this seems like a straightforward tasks; query
the data provenance for violations and based on the
response develop the report. However, the challenge
is how to manage different levels of data provenance
details - as different data custodians might collect
and maintain data provenance differently:.

Conclusion

The data owner, whether it is an individual user
or an organisation, has complete control over how,
where, and by whom their data can be accessed.
In addition, the data owner should have the abil-
ity to track the data and the processes performed
on it. Furthermore, the data owner have the abil-
ity to perform audit of actions performed on their
data in the context of the mutual agreement that
the owner has signed with the data custodian (indi-
vidual /organisations).
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